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Carbon60 provides flexible  
and cost-effective Fixed Price 
deliverable based services and  
Staffing solutions internationally.  
We connect the best industry 
professionals with dynamic businesses. 

Our services and solutions focus 
on the completion of projects.  
That’s why we offer different  
services to match the scale and 
level of capability required. 

Carbon60 provides specialist 
information security advice and 
guidance to UK MOD, government 
and commercial organisations.

We have over 10 years’ experience in delivering against 
specific government information security frameworks.

Our services include information assurance consulting, 
Infosec Assurance and IT health checks (including CESG 
CHECK and CREST). 

Carbon60 will help you define a security strategy 
and advise you on its implementation. 

This may include:

• An evaluation of your security requirements

• A review of your existing security provision and processes

• Production of a security strategy defining your
required security infrastructure and what’s required
to achieve that goal

• Preparation for accreditation of systems

• Penetration testing and IT health checks

We provide experienced independent CLAS consultants 
who can provide the knowledge required to assure 
systems in line with current CESG guidelines. 

Services include:

• Security and information risk advice services

• Security architecture services

• Information assurance audit services

• IT security services

• IT accreditor services

We will review and help define your strategies around:

• Risk management

• Solution assurance

• Security architecture

• Application security

• RMADS production

• Policy development

• Governance

In conjunction with our selected CESG approved 
CHECK partners, we will then advise on testing  
approaches required to ensure that resilience  
is maintained throughout the programme. 
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MOD (Navy Command)
Navy Command ensures maritime security on behalf 
of UK MOD. Carbon60 has supported Communication 
Information Systems (CIS) for over 8 years.

RN Information Superiority Staff required technical 
assistance to incorporate all aspects of IT and 
Information Security. Carbon60 provides direct support 
with all aspects of accreditation, and technical evaluation 
for new and extant CIS systems as directed by NCHQ.

This includes:

• Delivering security documentation to allow
Information Superiority Staff to deliver all its
outstanding orders to Users (RMADS and SyOps)

• Conducting security accreditation on behalf
of Navy Command

• Assisting in maintaining/refining the current IS
procurement process model, providing technical
and security advice where required

• Liaising with Defence Security and
Assurance Services (DSAS) and other
external organisations as required
to achieve compliance of all
NC CIS systems

• Establishing and refining the security accreditation
processes, interfaces and working practices used
between ISS, RN PSyA and DSAS, ensuring their
security teams are made aware of any shortcomings
with respect to security issues for any system records

• Ensuring the CESG Information Assurance Maturity
Model (IAMM) Level 3 is maintained and a programme
for all subsequent work is realised

• Conducting a security ‘Quick Look’ (PIA) and assist
in technical evaluations on new requirements

Results:

Navy Command is now fully confident in system 
accreditation and implementing processes  
that ensure the security of new systems is  
up to IL5 where required.
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Office for National Statistics
ONS required a partner which would provide security, 
penetration and stress testing services. In 2010 
Carbon60 won a contract, under the ‘Crown Commercial 
Services Framework Agreement, Security Testing’.

Census statistics provide a detailed snapshot of the 
population and its characteristics, and underpin funding 
allocation for public services. Aggregated data is held  
at IL4. Carbon60 CLAS consultants provided 66% of the 
effort of the information assurance team working on this 
project reporting to core permanent staff.

Our CLAS consultants:

• Provided a focal point for IT accreditor issues

• Prepared Risk Management Accreditation
Documentation Sets (RMADS) to IS2,
enabling ONS to accredit their systems

• Provided client advice on projects to shape
solutions prior to implementation

• Prepared systems prior to passing to
the ONS Accreditor

• Influenced and educated ONS staff to enable
them to undertake Accreditation process

Carbon60 was asked to undertake a security governance 
and organisational structure review for ONS. Following 
advice and recommendations regarding the importance 
of accreditation, individual project teams are now 
responsible for liaising with the accreditor from the 
outset to ensure IT security is addressed from the outset.

Results:

Census: Systems achieved accreditation and went live in 
time to permit the Census to hit the March 2011 deadline.

General: The IT business management team  
have understood the necessity to ensure projects are 
properly prepared and ready before being submitted 
to the accreditor. On-the-job training was provided  
to personnel to raise their security awareness,  
especially in terms of CESG policy.

DE&S IMAGE Delivery Team
DE&S IMAGE provides geospatial intelligence to  
front-line commands. The equipment they use collects, 
analyses and stores intelligence data, from photographic 
images and digital maps to stereo enabled 3D imagery.

The IMAGE Delivery Team required external help to 
provide security assurance.

This includes:

• Liaising with DSAS and CESG authorities as well
as site security personnel to determine security
accreditation requirements

• Ensuring Infosec Scoping Appraisals had been completed
to the satisfaction of the accreditation authorities and site
security personnel

• Conducting legacy documentation reviews and providing
security documentation status reports

• Providing support to IMAGE DT in the setting up of secure
facilities at Abbey Wood that supported IMAGE projects
and provided monthly high-level project status reports

• Co-ordinating security working group meetings on
behalf of IMAGE DT.

Results:

These IMAGE projects are now fully compliant 
and achieved security accreditation.
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DE&S SACC Project Team
The Situation Awareness Command and Control Delivery 
Team (SACC DT) is responsible for the through life 
acquisition of an Aerospace Battle Management (ABM) 
equipment portfolio.

This contract needed to provide independent Customer 
Friend advice, guidance, documentation reviews and 
production of security documents in relation to all 
security assurance matters for a key project.

This includes:

• Reviewing and updating the draft RMADS to the
satisfaction of the authority. They also reviewed NATO
Security documentation and produced related RMADS

• Attending security working groups on behalf of the
SACC Delivery Team. These meetings would involve
answering questions from stakeholders, and then
providing a summary of security issues raised
and agreeing a way forward

• Attending security surgeries. This involved our SME
reviewing technical architectures and providing
comments on potential security vulnerabilities

• Providing technical guidance on MOD technical
policy and standards

• Verifying and producing security system requirements
for new work packages within projects

Results:

SACC achieved security accreditation on time 
and on budget.

DE&S A400M
The A400M was designed as a tactical airlifter with 
strategic capabilities to replace older transport aircraft. 
The A400M can perform mission roles other than 
transportation, including electronic surveillance  
and air to air refueling.

The A400 Delivery Team requires support to ensure 
security assurance for multiple information systems both 
on board the A400M aircraft and in the Ground Support 
Systems (GSS). This is to permit the A400M to operate 
using the supplied systems, whilst safeguarding sensitive 
or classified data.

This includes:

• Providing technical assurance of Risk Management
Accreditation Document Sets (RMADS) for 6 systems

• Providing subject matter expertise support to the Security
Assurance Co-ordinator (SAC) of Vulnerability Analysis
(VA) outputs

• Reviewing reports on security related certification
and qualification documentation sets from CESG, and
highlighting risks and recommendations from each set

• Providing updates and recommendations for the
security risk register

• Supporting security working group meetings

Results:

This contract is ongoing, but ultimately the A400M 
systems will achieve the required security accreditation.
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